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{124 2Service Mesh? - by Willian Morgan(Buoyant)

A service mesh is a dedicated infrastructure layer for handling service-to-service
communication. It' s responsible for the reliable delivery of requests through the
complex topology of services that comprise a modern, cloud native application. In
practice, the service mesh is typically implemented as an array of lightweight
network proxies that are deployed alongside application code, without the

application needing to be aware.
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Control Plane

Security Policy:
* Enable mTLS between services and the DB
* Only authorized services can access the DB
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App Example: User Subscription and SLA Management

o S |1. APP converts user subscription & SLA to operation policy
Subscription & SLA | §
. 29
§ § o‘g 2. APP calls control plane API to create the operation policy
User
Programmable API S
Control Layer —— Control Plane

Data Plane Protocol —

Data Plane ——— Proxy Proxy Proxy

3. Control plane distributes the operation policy to data plane
via data plane protocol

4. Data plane follows the rules to handle user traffic(For
example: Rate limiting, Service priority, etc.)
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An example application: Combination of “fine Grained” and “Coarse Grained” Services

Application How to map
Fine grained Service Coarse grained Service multiple logic
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K8S Ingress

Load balancing
SSL termination
Virtual hogting
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Istio Gateway

Load balancing
SSL termination
Virtual hosting
Advanced traffic routing
Fault injection
Other benifits brought by
Istio °
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API Gateway

Load balancing

SSL termination

Virtual hosting

Traffic routing

API lifecycle management
API access monitoring

API access authorization
APl key management

API Billing and Rate limiting

Other businessjogic ...
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No Service A instance
whose ip is 192.168.63 -->

Service A is not located on service A {IP:10.75.8.101)

N Pilot ]‘ ----- [Service Registry]

A l A
This is an outbound I I Sevice A as : Register service
request, it should be )-63) 1 \lf Outboud Listener : (IP:10.75.8.101)
send out t0 10.75.8.101 -« T :
. | ..
Request to Service A
g Envo [ Service A ]

10.75.8.101

| Host/Pod _ _ _ _

10.75.8.101

10.75.8.0/24
192.168.10.0/24
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There is a Service A

instance whose ipis service A (IP:10.75.8.101)
10.7.8.101 --> Service A is
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o

Use watching instead of polling to get update from Consul catalog v cla:yes
#17881 by zhaohuabing was merged 3 days ago = Approved

> Fix: Consul high CPU usage (#15509) X

#15510 by zhaohuabing was merged on Jul 23 » Approved

> Remove warn log message of ignored Consul service tag

#15452 by zhaohuabing was merged on Jul 13 « Approved

* Avoid unnecessary service change events(#11971) X ok-to-test

#12148 by zhaohuabing was merged on Mar 1 « Approved

- Use ServiceMeta to convey the protocol and other service properties X

#9713 by zhaohuabing was merged on Nov 10, 2018 « Approved

Support multiple network interfaces(#9441)

#9688 by zhaohuabing was merged on Dec 15, 2018 » Approved

Reviews ~ Assignee «
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Github

https://www.servicemesher.com
https://zhaohuabing.com
https://medium.com/@zhaohuabing
https://github.com/zhaohuabing
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