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BRSSP BR HTTP Z SRR E L EE Y R Z# Service Mesh SEIER A HETE €E £ I LY
e RPC:Thrift, Dubbo, Private RPC Protocols ... o FEXEHTTP

e Messaging: Kafka, RabbitMQ ... o HitMYUMIREWIER TCP B
e Cache: Redis, Memcached ...
e Database: mySQL, PostgreSQL, MongoDB ...

——————
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Control Plane

' o [ (Traffic Management, Security, Observability) } w z
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Ll Istio B Bookinfo Jfl: RiEEA—1TFAFHIRPCHMY: AwesomePRC
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AwesomeRPC @)) Reviews v1
(header: user != Jason)
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(header: user = XXX)
ProductPage (B))
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Istio Config

Envoy Config

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: reviews-route
spec:
hosts:
- reviews.prod.svc.cluster.local
awesomeRPC:
- name: “canary-route"
match:
- headers:
user:
exact: Jason
route:
- destination:
host: reviews.prod.svc.cluster.local
subset: v2
- name: "default”
route:
- destination:
host: reviews.prod.svc.cluster.local
subset: v1

Pilot

32 i i il 2 zh:

o XM AwesomeRPC ERiE IR L
Il

o & AwesomeRPC X B0%kiEE
BB
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%77 =8 o) R

o {EHIE : FE fork FYEF— 1 Istio B L I-LEIFHRMNM K, FAREME

o HUEME W5 —1 Envoy M RLIFAANIUAILE  TEEFEKR, F

E3} Envoy BIRFSLLHIE HIEE

"virtual_hosts": [
{
"name": "reviews.default.svc.cluster.local:9080",
"services": [
"reviews.default.svc.cluster.local",
"reviews"
1
"routes": [
{
"name": “canary-route"
"match™: {
"headers": [
{
"name": ":user",
"exact_match": “Jason"
}
1
b
"route": {
"cluster": "outbound|9080| | reviews.default.svc.cluster.local | v2",
b
b
{

"name": “default"
"route": {
"cluster": "outbound|9080| | reviews.default.svc.cluster.local | v1",

2

AXTIE HTTP Wy T B

(2 Envoy
Filter

AEmE M-
AwesomeRPC Filter
e Decoding/Encoding
e Routing

e | oad balancing

e Circuit breaker

e Fault injection

e Stats

. ...
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EnvoyFilter @ —1" Istio BIBCZE CRD, AILAMEF EnvoyFilter [ Istio £ Envoy EEEIT— 4T 7,

- E—
XXXX
XXXX
XXXX
(1, AerakiTrafficRules
= . o ey o N
‘r \&/ Aeraki - Bilot Pilot f¥#R%& I TCP proxy ##/y AwesomeRPC
‘ ' " filter.
9 EnvoyFilter
Operation e Match: TCP Proxy in the
listener filterChain ITE“4MT”8 LDS
e Operation: Replace with an (A &AwesomeRPC filterEZ &)

AwesomeRPC filter

| |
| |
: AwesomeRPC OQJ Reviews v1 :
| (header: user != Jason) |
| |
: AwesomeRPC :
| (header: user = XXX) |
| +| ProductPage () i
| |
| |
| |
| |
AwesomeRPC i
| 1) Reviews v1 |
I (header: user = Jason) OQJ I
| |
| |
| |
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REBITEEMYAIERE, BT AHEFRNINSSIEER LMY, RELESMIEEHBMLSII, EEERT.

HTTP 1.1 host host, path, method
headers
HTTP 2 pseudo header: authority pseudo header: authority, path, method,
headers
gRPC HTTP 2 path Request-Headers(Delivered as HTTP2 headers)
TARS ServantName ServantName, FuncName, Context
Dubbo service name service name, service version, service method

Any RPC Protocol service name in message header some key:value pairs in message header
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MetaProtocol Proxy HSEIR-EEtMNAYEHIZLE:

Envoy BIERETMNIEZSR

T, fEET. ShSERE. IHEKEI. K\ 2ER

ETF MetaProtocol STEI—/EENMNE, REELH Decode F Encode FREAMLEBRI (HE(TH

RMEET C++. WASM, Lua B9 L7 filter ¥R=, APATSSH—LRENBEX MU IEZLE, FIaAIE

°

. 1EKIEFR IR, AR
°

f3) .
°

457 i A4

. —
Downstream —»{ Listener LA »| Decoder
FilterChain

MetaProtocol Proxy

L7 fiter 1 | | L7 fiter2 | - —
Load Rate Routing
Balancing Limiting (RDS)
Tracing Metrics
Common Logic (Build-in L7 filters)

|
|
|
|
l——# Encoder
I
|
|

C++ filter

» Upstream
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RIBRAE
1. Decoder f##f Downstream 153K, IH7 Metadata L7 filter XEHIELEM.
2. L7 filter M Metadata JREXERFRAVEE, #HITIERG @A S o Metadata: decode BHEZEH) key:value §2{ExX, AT
3. L7 filter 1%%%1‘%35[3"]&*&75&)\ Mutation Zﬁ*"ﬂq:' 17 filter E"]ﬂfilgiﬁq:'
4. Router iR RDS BLERYBMIMNIAHE Upstream Cluster e Mutation: L7 filter HFH key:value MEX, AT
5. Encoder #R#E Mutation ZiEEl encode BHEXEREGES
6. BB R &L IEL Upstream
) @ 5)
Metadata
Mutation
- key: user ;
vaI):Je: test - key: tracmg
- key: env value: 100%
value: test
- key: foo
value: bar
W T IPT A0
. ¢ T~.._ populate .-~ . retrieve
populatg,/’ retrieve! \ < e
$o g oy
e _| Custom 4 ol
Downstream ——| Decoder " Filter »  Router » Encoder | — Upstream
Ifenv ==testthenadda If user == test then
header tracing:100% route to version2

© O OROAO, 7
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L7 filter LZHIEEN:

° Metadata:

decode BJIEFEHY key:value HE{EX, FAT

17 filter RURLIRIZIEAH
° Mutation: L7 filter ¥HFEHY key:value $EXT, BT
encode BTER4 M R E3E €

.. populate

AIERFE :
1. Decoder f##4T Upstream BYNELRZ, YEFE Metadata
2. Router #R#E connection/stream fNk ZIKEINDSHAY Downstream ZEFE
3. L7 filter M Metadata JREUFREERVEIRE, BHITHOR 5 EAYl 540
4. L7 filter FEEBLHEBIBERMAN Mutation g
5. Encoder #R#E Mutation ZEHEE
6. 5 0E R & 3% F] Downstream
(@ D ©
Mutation Metadata
- key: xxx - key: foo
value: yyy value: bar
i "- retrievg‘,-"’/
" populate | i
- -
Custom
D t - - -
ownstream Encoder Filter Router

Insert header xxx:yyy

Decoder

<«———— Upstream
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Aeraki [ & Air-rah-ki]: @FEIED “HX” HER, &2
X—ZEXNBIA Istio ERRAEMBEPMITHERE &,
Aeraki Mesh 1Rt T #IEE +12 % E A5 B IHAR 55 /4K
W BERA R,

o {2HIE : Aeraki + Istio FRHHEHIE B IR, SIIUKIAR header
BRER. IRFE & %0, MU LB, REB RIGER RREEHE
A,

o ¥4EHE : MetaProtocol Proxy SEX RDS ZH7SERH . TaEi1Y
&7 . Y&, Metrics # Tracing EIRZF 2N H AR RERE S

Envoy

[|. MetaProtocol Proxy <:]

[] Redis Proxy

[] Kafka Proxy

[]| Other TCP Filter ...

+ MetaProtocol W& &EE )

A
Y U Aeraki Traffic Rules

o “"w  Aeraki
--------------------------------------------------------------------- Y
Operation i T E
i i E EnvoyfFilter: Configuration for MetaProtocol |
: ServiceEntry | | Proxy, Redis Proxy, Kafka Broker ... '
|
: Ly :

RDS 1 ) | RDS
(MetaProtocol) E u Istio — X2lstio fe----- ma E (MetaProtocol)

' s Registry | |
I
i ST Sl Consul, Z, Etcd.|
umsl S Nacos,Eureka ... |
i -~ LDSICDS/EDS/RDS(HTTP) ~™~~-.___ e R
; et T :
: ’ Svas :
-- = |
Voo-" S~y

MetaProtocol(dubbol/thrift/other layer-7 protocols)/Redis/Kafka/...

Envoy Proxy

""""""" ~ Control Flow :] Aeraki Components

— > Service Request
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e Aeraki:
o IRERLEHEN, ARRIFHLtERETEEEHN,
o JHTHEEMREMNEIFEN envoy ELE, @I Istio B EnvoyFilter API fFELE T & ZI SR E /)
sidecar {Xi#,
o A¥IEEM MetaProtocol Proxy {24 RDS (B AINARSS) . FEIFEFF HTTP B Istio RDS
, Aeraki I2{##) RDS IRFZ EHEIREACEIRE— T BRSNS ALIMARS, AILLATMEET
MetaProtocol 2z £ FBtHiN.
e MetaProtocol Proxy:
o IRIBRAMELtEREARERSN TRELEHE. R, Fil. KRB, R, BUET A, ATWREHIE LIRS
%,
o IREYEMAELEN, RFEELIiZEAOENRETF MetaProtocol Proxy SEI— 4z B,
o IRHtEJE filter HEOREH, AIETF MetaProtocol FF & BE Xt E filter, MANFRMEELIEIZIE,
e X2lIstio (Consul2lstio, Dubbo2lstio: etcd, zk, nacos): 5 = A MR ZEREE Istio,
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BT Aeraki SLIEHIAAEEEMN T X -
1. Aeraki M Istio HFKEY ServicEntry, EidimO
R F R (4N

tcp—metaprotocol—thrift) v v Aeraki Traffic Rules
. 3 = s N Aeraki
2. 73 MetaProtocol ARSSHEREIEE FTFEHY < N .~ ;
. : T s o i
MetaProtocol Proxy Filter ACE, HCEFI$ RDS SewinnthDi | (;nvg::f;iecd?gfgzminag;gféi::‘_’f“'
$g18) Aeraki cos | Ly !
- @i | R0S
3. lIstio % LDS(Patch)/CDS/EDS % Envoy Bt @ PN osio [ X2lstio -] S | {(Metprotoo)
4. Aeraki MRIEARSSLZIEBIEMAMFILEREE BN Consul 2. Etcd,
_ . - : .- [DSICDS/EDSIRDS(HTTP) ~™~~~____ o
FSE RSN, @i RDS 45 Envoy : I ) e :
Envoy
- : Envoy Proxy MetaProtocol(dubboithrift/other layer-7 protocols)/Redis/Kafka/... Envoy Proxy

[] Redis Proxy
[] Kafka Proxy

[]| Other TCP Filter ...

"""""" ~ Control Flow :] Aeraki Component

— > Service Request
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class Codec {

public:
1s g‘gijrd Codec ?%I:I(Z’\]ﬁﬁﬁ'fﬁﬁg) virtual ~Codec() = default;
/%

* decodes the protocol message.

a]$% dubbo 1 thrift FISCIY:
https://github.com/aeraki-mesh/meta-protocol-p )

b . N N @param buffer the currently buffered data.
roxy/tree/master/src/application_protocols)

E == :\: '21 03 ‘!Iﬂ E EE&
https://github.com/aeraki-mesh/meta-protocol-a
wesomerpc

*
* @param metadata saves the meta data of the current message.

* @return DecodeStatus::DONE if a complete message was successfully consumed,
*

*

DecodeStatus::WaitForData if more data is required.
@throws EnvoyException if the data is not valid for this protocol.
*/
virtual DecodeStatus decode(Buffer::Instance& buffer, Metadata& metadata) PURE;

encodes the protocol message.

@param mutation the mutation that needs to be encoded to the message.
@param buffer save the encoded message.
@throws EnvoyException if the metadata or mutation is not valid for this protocol.
*/
virtual void encode(const Metadata& metadata, const Mutation& mutation,
Buffer::Instance& buffer) PURE;

*
*
* @param metadata the meta data produced in the decoding phase.
*
*
*

encodes an error message. The encoded error message is used for local reply, for example, envoy
can't find the specified cluster, or there is no healthy endpoint.

@param error the error that needs to be encoded in the message.
@param buffer save the encoded message.
@throws EnvoyException if the metadata is not valid for this protocol.
*/
virtual void onError(const Metadata& metadata, const Error& error, Buffer::Instance& buffer) PURE;
};

*
*
*
* @param metadata the meta data produced in the decoding phase.
*
*
*


https://github.com/aeraki-framework/meta-protocol-proxy/tree/master/src/application_protocols
https://github.com/aeraki-framework/meta-protocol-proxy/tree/master/src/application_protocols

B 5T MetaProtocol A —MFAH TN

2. FER4IEE A ApplicationProtocol CRD E Xt Et#Y

apiVersion: metaprotocol.aeraki.io/vlalphal
kind: ApplicationProtocol
metadata:

name: dubbo

spec:
codec: aeraki.meta_protocol.codec.dubbo
protocol: dubbo

(o) () (o)

O, O OROAO,
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apiVersion: metaprotocol.aeraki.io/vlalphal
kind: MetaRouter
metadata:
name: test-metaprotocol-dubbo-route
namespace: meta-dubbo

- org.apache.dubbo.samples.basic.api.demoservice
routes:
- name: traffic-split
match:
attributes:
interface:
exact: org.apache.dubbo.samples.basic.api.DemoService
method:
exact: sayHello
foo:
exact: bar
route:
- destination:
host: org.apache.dubbo.samples.basic.api.demoservice
subset: vl
weight: 20
- destination:
host: org.apache.dubbo.samples.basic.api.demoservice
subset: v2
weight: 80

a2m.msup.com.cn OXC

apiVersion: metaprotocol.aeraki.io/vlalphal
kind: MetaRouter
metadata:
name: test-metaprotocol-thrift-route
namespace: meta-thrift

- thrift-sample-server.meta-thrift.svc.cluster.local
localRateLimit:

tokenBucket:

filllnterval: 60s
maxTokens: 5
tokensPerFill: 5

conditions:

- tokenBucket:
filllnterval: 10s
maxTokens: 2
tokensPerFill: 2

match:
attributes:
method:
exact: sayHello
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BIEEMNITER:

J A Aeraki Mesh: E R T/E = FERE— 1T EH Envoy L4 filter

o F A Aeraki Mesh: ?E'}‘E’JIVFE:AHEE:LDL codec EO (BEmETRAE)
PHmM TER:

) TEH Aeraki Mesh: E R T/EE - FERITAZBIUERE — T ZHIE (BT Istio BRHBEMLREE)
o XF Aeraki Mesh: TI{E=AZ: Aeraki aAJ{fEAEMRETF MetaProtocoI Bt RO 2 i E

/Envey\ Envoy
HTTP Connection | I: HTTP Connection
Manag_;er Manager
[___ Dubbo Proxy / Dubbo
__Codec |
. Thrift
I: Thrift Proxy I: MetaProtocol Filte Codec
Other /
Other Protocol Filter n‘f“:
A /
N\ e
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Http/gRPC [@] Istio

Dubbo X X XEF(ER)
Thrift FHF X X#E(tR)
Redis RXHF FXFE XF(ER)
AN F3Fr FFF XF(ER)
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RESLN AL EO V= AN RIRE AT EE N

SEEEY Mesh FUEmE+ZEHIEATEERAE

MetaRouter FRHLEEFHIEERE, L LA UXHERAMN S PHEEFERIRH. RiRFLAE

0 Istio T4EERL, BIFE R FIH Istio EFRES, HEEM LR ER,

AILLET Aeraki Mesh + Istio 3 —/"& HTTP # Dubbo. Thrift, LLERFANIREHERZ NG,
SFEEZMA MetaProtocol BIBRIFIRINNL, Aeraki thf Xt N AIIEHHITX I (Redis. Kafka.
ZookeeperZ)
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MetaProtocol-Dubbo
MetaProtocol-Thrift
MetaProtocol-tRPC(f%1H A EBRPC 11
0

MetaProtocol-i& il & R B 1YL
MetaProtocol-f& il B i A FA 11
MetaProtocol-B&ifl % FA B sl (A
F)

Redis (Envoy &4 Filter)

Kafka (Envoy [R 4 Filter)
ZooKeeper (Envoy [R4E Filter)

£ B GEREH) sadk o1 (ZiF—3K
S/ SIEEE)

TE R IR R I

FF Metadata BIR & RDS Fh7SHE
=]

MERSIERINE/IRELR

At/ & B

HESLER

B REIERR (F19/Pxx 1EKETIE, $5

REITE)
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FETHERIE K/ 2 RS AN E 15
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e JFXIEE :C++/Java/Go/Python/RustZF
o 1AM ER HTTP/tRPC/VideopacketZF

Ml 55 78 5 - XE LA 3P

o REAFEXN FEGCHTFER ELMUEMLERAFN SHE
o MRREBEHEL RLREFRIFZENRE

o IHREEE RZIMWIKAEPE. EiEEN

BARER  RERER

o WBEEA ZFLETEEK, TZ2RANBABESK
o I HHEAR:lIstio: Service Mesh 478 % SLkR A
o MY KHEr: Aeraki Mesh: £TF Istio XiF BN E
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o MAXT CPU/RNTF FHIRENR RARMEREMSRSHSIRSSERN
o TAUARIEEARSBVEMBERTEN D NMNRLIFRIE

videpacket rate limit Per 30 Second

aEs
A =Fzh ® 8
(BB
RIS
0.800
2y E
0.600
* B SRS £ 30FVERIFMIWR ~ - 10 + R
0.400
CPUfERE
feuEseE
NIFERE 0.200
" 4851 - 5 +
A 170400 170430 170500 17:0530 170600 170630  17:0700  17:07.30  17.08:00  17:08:30
MENTR

== SUM(rate(envoy_meta_protocol_videopacket_sample_server_meta videopacket_ sve._cluster_local local_rate_limit_rate_limited[30s]))

LR e




E Aeraki Mesh B EIZ=fI|: Sidecar FJ{E

1277 F 195 K FERT

Videopacket Request Latency

20F 515 K FERT

Videopacket Request Latency

3.90 ms
3.85ms
3.80ms
3.75ms
3.70ms
3.65ms
3.60 ms

18:32:30 18:33:00 18:33:30 18:34:00 18:34:30 18:35:00 18:35:30 18:36:00 18:36:30 18:37:00

== histogram_quantile(0.95, sum(rate(envoy_meta_protocol_videopacket_outbound_8000_videopacket_sample_server_meta_videopacket_svc_cluste

VideopacketthiSUiE K FERT
1, 205K IEE LR : 1" 6ms
2. 12AFHRIBEEMNEER: 15 30ms

(o) () (o)

65 ms
60 ms
55ms
50 ms
45ms
40 ms
35ms

15:50 15:55 16:00 16:05 16:10 16:15 16:20 16:25 16:30 16:35 16:40

== histogram_quantile(0.95, sum(rate(envoy_meta_protocol_videopacket_outbound_8000_videopacket_sample_server_meta_videopacket_svc_cluste

AR

1. BERIERERFIARY, TERWS L

2, EERIOEBEEEERR, HREAHIIUFEREN D
3. BRIEREHADERR, X—RMEPETLIEDLR
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Istio ecosystem integration I B

A Istio

About v

providers

Blog News

pro services

N L

Getinvolved

Documentation ~ Q

integrations

Istio is a vibrant part of the cloud native stack. These are some of the projects and software that

integrate with Istio to enable added functionality.

2 i TR

aeraki
Aeraki extends Istio to manage

traffic for any layer-7
protocols.

Learn more

¢

A»<BASSADOR
Ambassador Edge Stack and

Istio can be deployed together
on Kubernetes.

Learn more

apigee

Apigee lets you centrally
govern or manage APls,
providing centralized API
publishing, visibility,
governance, and usage
analytics.

Learn more

CNCF =R&ELE & Service Mesh T B

CNCF Cloud Native Interactive Landscape

The Cloud Native Trail Map (png, pdf) is CNC

recommendel

The cloud nat

ape (png. pdf),

landscape (png, pdf) are dynamically generated below. Ple reyed log

You are viewing 15 cards with a total of 72,732 stars, market cap of $3.8T and funding of $187.6M.
Landscape Card Mode

Members Serverless Wasm

Orchestration & Management - Service Mesh (15)

=
Aeraki Mesh AWS App Mesh Consul

Aeraki Mesh i Awsaopmesn e Comsut

w
EaseMesh

. Easettesh

fin

LINKERD

Linkerd

Grey Matter* AISth K&a

Grey Mamer stio

(png. pdf), and member

R
LY
GLASNOSTIC

Glasmostic

“1 CLOUD NATIVE

COMPUTING FOUNDATION

‘&% Glocmesh

Giso Mesh

b Open
Service
Mesh

Open Sarvice Mesh



Demo R #HFE

A 72N
RIEF 45
Get Aeraki up and running in less than 5 minutes!

EERTENSRRRR., BTN Aeraki:

1. M github T & Aeraki,

git clone https://github.com/aeraki-mesh/aeraki.git

N

. R Aeraki, Istio ] demo [IF,

make demo

PR Aeraki ZRBA Istio DNS RI27, MNRIRE—PNELEIBITH Istio BB LRI Aeraki, TEHHRITH T Istio DNS RIBINEE; {REJIAEIE(E
F make demo FLRE—TRHIH K8s F&f EMLRIE Aeraki fl Istio, make demo H3F Istio H#H{TIEMNEE.

w

. B4 aerakictl

aerakictl A TARR T —LEAN debug B2, HMNBECENBRPEAILHGLIREENARFNNENGER.

git clone https://github.com/aeraki-mesh/aerakictl.git ~/aerakictl;source ~/aerakictl/aerakictl.sh

4. FEREBRPITA TENNT, REE Aeraki BERINBEFF_LIRAIERIEIREIE.

o Kaili http://{istio-ingressgateway_external_ip}:20001
o Grafana http://{istio-ingressgateway_external_ip}:3000
o Prometheus http://{istio-ingressgateway_external_ip}:9090

4 demo:
http://aeraki.zhaohuabing.com:3000/d/pgz7wp-Gz/aeraki-demo?orgl
d=1&refresh=10s&kiosk

%32 : https://www.aeraki.net/zh/docs/v1.0/tutorials/



http://aeraki.zhaohuabing.com:3000/d/pgz7wp-Gz/aeraki-demo?orgId=1&refresh=10s&kiosk
http://aeraki.zhaohuabing.com:3000/d/pgz7wp-Gz/aeraki-demo?orgId=1&refresh=10s&kiosk

B nEs 54K ?

2 5 1t X&) : https://www.aeraki.net/zh/community/#community-meetings

Community meetings

Aeraki community don’t hold meetings on a regular basis. An ad-hoc meeting will be proposed
when the community have some technical topics that need to be discussed.

For phone-in information, the date of the next meeting, and minutes from past meetings, see
Aeraki community meeting.

G Tencent B Meeting doc @ YouTube
Meeting ) ) ) )
For meeting details, Missed a meeting? No
Join contributors and consult the Aeraki problem. See the Aeraki
maintainers online. community meeting channel for meeting
document. videos.
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Aeraki Mesh E M :https://www.aeraki.net
Aeraki Mesh Github: https://github.com/aeraki-mesh



https://www.aeraki.net
https://github.com/aeraki-mesh
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