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Envoy Gateway Policies: 
Unlocking the Full Power of Envoy for API Gateways!



Me Trying to Learn Skateboard Tricks on My Own

http://www.youtube.com/watch?v=Fy5YGeUYPWg


Backend
Service

http://www.example.com

Envoy Configuration Can Be… a Lot



Envoy is a Powerful HTTP Proxy, but …
My take: trying to configure Envoy as an API Gateway without the right 
tools is like learning to skateboard without a coach — risky and painful.



Envoy Gateway: The Easy Way to Run Envoy

Kubernetes 
Gateway API 

Envoy Gateway 
API

● Envoy Gateway is an open source project for managing Envoy Proxy as a Kubernetes-based or 
standalone API Gateway. 

● Kubernetes Gateway API resources are used to automatically provision and configure the 
managed Envoy Proxies.

Configuration



GatewayClass: defines a class of Gateways that share a common configuration 
and behaviour

Gateway API: GatewayClass



Gateway API: Gateway
Gateway: specifies how traffic can enter the cluster



Gateway API: HTTPRoute
HTTPRoute: defines rules for mapping requests from a Gateway to Backend 
Services.



store-serviceProvision
Configure

Watch & Reconcile

https://foo.example.com/store

How These Pieces Come Together



Envoy Gateway Policies: Unlocking the Full 
Power of Envoy

SecurityPolicy

EnvoyPatchPolicy

EnvoyExtensionPolicy

ClientTrafficPolicy
BackendTrafficPolicy

Gateway API Resources
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Traffic policy for client connections (connections between client and Envoy)
● TCP settings for downstream client connections

○ TCP Keepalive
○ TCP Timeout (TCP Idle time)
○ Connection Limit
○ Socket and Connection Buffer size

● TLS settings for downstream client connections
○ Should and how to verify the client cert
○ TLS options: version, ciphers, ALPN, etc.

● HTTP settings for downstream client connections
○ HTTP Timeout (Request timeout, HTTP Idle time)
○ HTTP1/HTTP2/HTTP3 settings (e.g.,: HTTP2 stream window size)

● Other downstream client connections-related configurations
○ Whether Proxy protocol is enabled or not on the client connection
○ How to detect the original client IP of the client request

Please note: not all features can be applied to all Listener types.  

If a targeted Listener does not support a feature, the feature will be ignored.  For example, the HTTP2 setting will be ignored if the 
Listener is a TCP Listener.

ClientTrafficPolicy



Targets
● Gateway: ClientTrafficPolicy applies on all Listeners to the targeted Gateway 
● Listener:  ClientTrafficPolicy applies on the specified Listener only

ClientTrafficPolicy
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Traffic policy for backend connections (connections between Envoy and backend)
● Global and Local RateLimit
● Retries
● Load Balancing

○ Algorithms: ConsistentHash, LeastRequest, Random, RoundRobin
○ Support SlowStart to gradually warm up JAVA applications

● Circuit Breaker
○ Max connections/requests per connection
○ Max pending requests/parallel requests/parallel retries

● TCP Keepalive
● Socket and Connection Buffer size
● TCP and HTTP Timeout
● Active and Passive Health Check (Outlier Detection)
● Enable Proxy protocol when communicating with the backend
● Use the same HTTP protocol that the incoming request used to send requests to backends
● DNS refresh rate and TTL for DNS type backend cluster
● HTTP2 settings (e.g., HTTP2 stream window size and max concurrent streams)

Please note: not all features can be applied to all xRoute types. If a targeted xRoute does not support a feature, the feature will be 
ignored. For example, the RateLimit setting will be ignored if the Route is a TCP Route.

BackendTrafficPolicy



Targets
● Gateway: BackendTrafficPolicy applies on all xRoute to the targeted Gateway 
● xRoute:  BackendTrafficPolicy applies on the specified xRoute only

BackendTrafficPolicy



Security Settings for Gateway (Access Control, Authentication, and Authorization Policies)
● CORS: Access control based on the origin of the request
● Authentication

○ HTTP Basic Auth
○ API Key Auth
○ OIDC

■ Integrate with any IdPs: Google, Auth0, Azure AD, Keycloak, Okta, etc.
■ Support SSO across multiple applications

○ JWT Auth
● Authorization

○ Principal: Original request IP, JWT Claims, Basic Auth user, etc.
○ Action: allow/deny access to targeted HTTP Routes

● Ext Auth: Integrate with user provided authorization systems

SecurityPolicy

Configure
Acess Control

Apply Note: This diagram represents a logical structure rather than an 
actual deployment. There is no standalone ‘Access Control’ 
component in the traffic path; it is implemented as part of the Envoy 
using HTTP filters.Watch

SecurityPolicy



Targets
● Gateway: SecurityPolicy applies on all xRoute on the targeted Gateway 
● xRoute:  SecurityPolicy applies on the specified xRoute only

SecurityPolicy



Expand Envoy's functionality with custom extensions. Envoy currently supports:

● Lua Script 
○ Simple, inline scripting for custom logic 
○ Great for lightweight request/response tweaks 
○ Easiest to use — no build or packaging needed 

● WASM (WebAssembly) 
○ Runs inside Envoy for high performance 
○ Supports OCI image & HTTP-based deployment 
○ Versioned, access-controlled, fewer moving parts 

● External Process 
○ Runs outside Envoy for full isolation 
○ Uses any gRPC-capable language 
○ Scales independently, avoids crashing Envoy 
○ Slightly heavier due to network calls and deployment

EnvoyExtensionPolicy



EnvoyExtensionPolicy - Lua
 Inline Lua script Lua script in ConfigMap



Envoy Gateway support Wasm OCI image as a remote Wasm code source.

● Versioning: Users can use the tag feature of the OCI image to 
manage the version of the Wasm module.

● Security: Users can use private registries to store the Wasm 
module.

● Distribution: Users can use the existing distribution 
mechanism of the OCI registry to distribute the Wasm module.

EnvoyExtensionPolicy - Wasm



OCI Image Wasm source HTTP Wasm source

EnvoyExtensionPolicy - Wasm
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Configure

backend

Watch

EnvoyPatchPolicy

External Process Extension
● The External Process can be deployed as a sidecar to minimize 

network latency. 
● A Unix Domain Socket (UDS) type of Backend API can be used to 

reference the sidecar service.

Configure
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Process

Pod

EnvoyExtensionPolicy - External Process



Add arbitrary patches to the generated xDS; this is especially useful for:

● Verifying prototype before formally landing a feature to EG.
● Implementing temporary workarounds for features not yet supported by EG.

Caveat: The compatibility of EnvoyPatchPolicy is not guaranteed. An EnvoyPatchPolicy that functions with a 
specific version may not work following an upgrade due to changes in the xDS translation. Please consider 
this when using EnvoyPatchPolicy.
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EnvoyPatchPolicy



Enable EnvoyPatchPolicy EnvoyPatchPolicy for custom response

EnvoyPatchPolicy



Backend
Service

http://www.example.com

 Managing Envoy with Envoy Gateway



 Demo: SecurityPolicy

SecurityPolicy



Title● Envoy Gateway simplifies Envoy
● Built on the Gateway API
● Extended for full Envoy capability

Questions?

Docs:    https://gateway.envoyproxy.io/
GitHub: https://github.com/envoyproxy/gateway
Join us in the envoy #gateway-users slack channel



Backup Slides



 Demo: SecurityPolicy - OIDC
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Kubernetes Gateway API Resources
● GatewayClass: Defines a class of Gateways with common 

configuration.
● Gateway: Specifies how traffic can enter the cluster.
● xRoutes: HTTPRoute, GRPCRoute, TLSRoute, TCPRoute,UDPRoute 

Define routing rules for different types of traffic.
● BackendTLSPolicy：Configure TLS from Gateway dataplane to the 

backend.

Envoy Gateway API Resources
● EnvoyProxy: Represents the deployment and configuration of 

the Envoy proxy within a Kubernetes cluster, managing its 
lifecycle and settings.

● Backend: A resource that makes routing to cluster-external 
backends easier and makes access to external processes via 
Unix Domain Sockets possible.

● xPolicy：Additional policies to enhance Gateway API 
resources

○ ClientTrafficPolicy: ：Configuration for downstream 
client to Envoy listener.

○ BackendTrafficPolicy：Configuration for Envoy to 
backend service.

○ SecurityPolicy：Configuration for security settings.
○ EnvoyExtensionPolicy：Configuration for Enovy 

extensions(Wasm, ExtProc).
○ EnvoyPatchPolicy：Abritary patches to the generated 

xDS. 

Envoy Gateway Extensions


