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Protocols in a Typical Microservice Application

We need to manage multiple types of layer-7 traffic in a service mesh, not just HTTP and gRPC
e RPC:HTTP, gRPC, Thrift, Dubbo, Proprietary RPC Protocol ...

e Messaging: Kafka, RabbitMQ ...

e Cache: Redis, Memcached ...

e Database: mySQL, PostgreSQL, MongoDB ...

e Other Layer-7 Protocols: ...
Message — RrRC _______ _ — I
I - »| Service [« » Service |« - Cache :

~——— I

| |
| |
: E Message RPC P :
I g - > Service [« > Service |« s RDB l
| (o) ) |
| 2 I
| n |
| 3 |
I s Message RPC :
: < | Service |« > Service 4—»@ NoSQL |
| — :
|

Control Plane
(Traffic Management, Security, Observability)




ATRBRSAEIEHEFRMNARBEGRE, HIFECENRESE

What Do We Expect From a Service Mesh?

HgeN:

Routing based on layer-7 header

O O O O O

Fault |
O
O
O

Load balancing at requet level

HTTP host/header/url/method,

Thrift service name/method name
Dubbo Interface/method/attachment

njection with application layer error codes
HTTP status code
Redis Get error

Observability with application layer metrics

O

O

O
Applic

O

O

O

HTTP status code
Thrift request latency

ation layer security
HTTP JWT Auth
Redis Auth

Data
oo TCP Data

IP
Header

IP Data




What Do We Get From Istio?

Traffic Management for HTTP/gRPC - all good
e We get all the capabilities we mentioned on the previous slide

Traffic Management for non-HTTP/gRPC - only layer-3 to layer-6
e Routing based on headers under layer-7
o |IP address

Layer-7 Data

o TCP Port TCP Lele
o  SNI Header TCP Data
e Observability - only TCP metrics IP IP Data

Header

o TCP sent/received bytes

o TCP opened/closed connections
e Security
o Connection level authentication: mTLS
o Connection level authorization: Identity/Source IP/ Dest Port
o Request level auth is impossible



Bookinfo Application - AwesomeRPC

Let’s say that we’re running a bookinfo application in an Istio service mesh, but the

inter-services communication are done by AwesomePRC, our own RPC protocol, instead of
HTTP.

So, how could we achieve layer-7 traffic management for A wesomeRPC in Istio?

AwesomeRPC O()) Reviews v1
(header: user != Jason)
AwesomeRPC
(header: user = XXX)
ProductPage (B))
AwesomeRPC 3, Reviews v2
(header: user = Jason) @))




How to Manage AwesomeRPC Traffic in

Istio Config

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: reviews-route
spec:
hosts:
- reviews.prod.svc.cluster.local
awesomeRPC:
- name: “canary-route"
match:
- headers:
user:
exact: Jason
route:
- destination:
host: reviews.prod.svc.cluster.local
subset: v2
- name: “default"
route:
- destination:
host: reviews.prod.svc.cluster.local
subset: v1

— —

Pilot

o Add AwesomeRPC support in
VirtualService API

e Generate LDS/RDS for Envoy

Pros:

e It’s relatively easy to add support for a new protocol to the
control plane, given than envoy filter is already there

cons:

e You have to maintain a fork of Istio, which makes upgrade

painful

e Writing an Envoy Filter for AwesomeRPC is painful

Envoy Config

Istio?

Code changes at the Pilot side:

"virtual_hosts": [
{
"name": "reviews.default.svc.cluster.local:9080",
"services": [
"reviews.default.svc.cluster.local",
"reviews" |::> @)) Envoy
1
"rc;utes": [ —[E
"name": “canary-route"
"match™: {
"headers": [ AwesomeRPC Filter
{ . .
"name": ":user", b Deco.dlng/Encodmg
"exact_match": "Jason" e Routing
} e | oad balancing
) L e Circuit breaker
"route" { e Fault injection
"cluster": "outbound |9080| | reviews.default.svc.cluster.local | v2", e Stats
h o ..
b
{
"name": “default"
"route": {
"cluster": "outbound|9080| | reviews.default.svc.cluster.local | v1",
2
}
]
}
: A




Manage AwesomeRPC Traffic in Istio With
EnvoyFilter

EnvoyFilter is an Istio configuration CRD, by which we can apply a “patch” to the Envoy configuration
generated by Pilot.

XXXX
XXXX
XXXX
@ . Pilot replaces the TCP proxy in the listener
g ] > Pilot filterChain with an AwesomeRPC filter.
EnvoyFilter

e Match: TCP Proxy in the

listener filterChain . .
e Operation: Replace with an LDS with AwesomeRPC filter

AwesomeRPC filter

AwesomeRPC

@— Reviews v1
(header: user != Jason) D

AwesomeRPC
(header: user = XXX)

ProductPage ()

AwesomeRPC

11y Reviews v1
(header: user = Jason) @2)

A\



EnvoyFilter

Replace TCP proxy in the o

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
etadata:
name: envoyfilter-dubbo-proxy
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK_FILTER
match:
listener:
name: 193.193.192.192_20880
filterChain:
filter:

name: “envoy.filters.network.tcp

patch:
operation: REPLACE
value:

name: envoy.filters.network.dubbo_proxy
typed_config:
"@type": type.googleapis.com/envoy.ex
stat_prefix: outbound|2083@1 org.apac
protocol_type: Dubbo
serialization_type: HessianZ
route_config:

- name: outbound|2088@1 lorg. apache.du
interface: org.apache.dubbo.samples
routes:

- match:
method:
name:
exact: sayHello
route:
weighted_clusters:
clusters:
- name: "“outbound|20:
weight:
- name: “outbound |20
weight:

Example

utbound listener

tensions. filters.network.dubbo_proxy.v3.DubboProxy|
he.dubbo.samples.basic.api.demoservice

bbo.samples.basic.api.demoservice
.basic.api.DemoService

1lorg.apa

2lorg.apa

- Dubbo Traffic Splitting

Replace TCP proxy in the inbound listener

- applyTo: NETWORK_FILTER
match:
listener:
name: virtualInbound
filterChain:
destination_port:
filter:
name: "envoy.filters.
patch:
operation: REPLACE
value:
name: envoy.filters.network.dubbo_proxy
typed_config:

: type.googleapis.com/envoy.extensions. filters.network.dubbo_proxy.v3.DubboProxy

stat_prefix: inbound|203801 |
protocol_type: Dubbo
serialization_type: Hessian2
route_config:

- name: inbound| 203301 |

interface: org.apache.dubbo.samples.basic.api.DemoService

routes:
- match:
method:
name:
exact: sayHello




EnvoyFilter is Powerful, But ...

It’s very difficult if not possible to manually create and maintain these EnvoyFilters, especially in a large
service mesh:

e It exposes low-level Envoy configurations to operation

e |t depends on the structure/name convention of the generated xDS by Pilot

e It depends on some cluster-specific information such as service cluster IP

e We need to manually create tons of EnvoyFilter, one for each of the services

king.istio. alpha3

configPatches:
- applyTo: NETWORK_FILTER
match:
listener:




Aeraki: Manage any layer-7 traffic in an Istio
service mesh

Aeraki [Air-rah-ki] is the Greek word for 'breeze'. We hope that this breeze can help Istio sail a little further - to
manage any layer-7 protocols other than just HTTP and gRPC.
You can think of Aeraki as the “Controller" to automate the creation of envoy configuration for layer-7 protocols

Control Plane

Aeraki Traffic Rules ‘ Protocol-X Plugin s Add the Envoy configuration :‘ |
> ! generated by Aeraki to the ! :

VirtualService : 1 original one generated by Istio !
Aeraki ' b

|

|

|

|

|

|

|

|

I

: RedisService 1 Pilot to support Protocol-X
| RedisDestination Eypeet

|
|
|
|
|
|
|
|
|
|
|
|

ServiceEntry] EnvoyFilter -

Services Kubernetes
u Istio Service | Consul
Re

gistry | Eureka

xDS

Data Plane

Envoy

Protocol-X Filter

1
|
|
|
|
1
|
Listener [
= ——— +———at——
[
I
[
[
|
[
1
|
|
|
[
|
1



Aeraki: Manage any layer-7 traffic in an Istio
service mesh

Aeraki has the following advantages compared with current approaches:

e Zero-touch to Istio codes, you don’t have to maintain a fork of Istio

e Easy to integrate with Istio, deployed as a stand-alone component

e Provides an abstract layer with Aeraki CRDs, hiding the trivial details of the
low-level envoy configuration from operation

e Protocol-related envoy configurations are now generated by Aeraki,
significantly reducing the effort to manage those protocols in a service mesh

e Easy to control traffic with Aeraki CRDs (Aeraki reuses VR and DR for most of +
the RPC protocols, and defines some new CRDs for other protocols)
Supported Protocols: Istio aeraki
e PRC: Thrift, Dubbo, tRPC
e Others: Redis, Kafka, Zookeeper,
e More protocols are on the way ...
Similar to Istio, protocols are identified by service port prefix in this pattern: tcp-protocol-xxxx. For
example, a Thrift service port is named as "tcp-thrift-service". Please keep "tcp" at the beginning of
the port name because it's a TCP service from the standpoint of Istio.
Visit Github to get more information https://github.com/aeraki-framework/aeraki ‘\



Aeraki Configuration Example: Dubbo

Service definition Traffic rules

api¥ersion: networking.istio.io/vlalpha3 apiV¥ersion: networking.istio.io/vlalpha3
kind: ServiceEntry kind: VirtualService
metadata: metadata:

name: test-dubbo-service . test-dubbo-route

annotations:

interface: org.apache.dubbo.samples.basic.api.DemoService
- org.apache.dubbo. samples.basic.api.demoservice

http:
- org.apache.dubbo.samples.basic.api.demoservice - hame:
addresses: route:

- 193.193.192.192 - destination: . . .
ports: host: org.apache.dubbo.samples.basic.apl.demoservice

- number: @ subset: vl

name: tcp-dubbo weight: 20

protocol: TCP - destination:
workloadSelector: host: org.apache.dubbo.samples.basic.apl.demoservice

labels: subset: vZ
. weight: 70

"reviews-traffic-splitting”

app: dubbo-sample-provider
resolution: STATIC




Aeraki Configuration Example: Redis

RedisServie RedisDestination

apiYersion: redis.aeraki.io/
kind: RedisDestination
metadata:

name: redis-clus

host: redis-cluste edis. .local
trafficPolicy:
connectionPool:
redis:
mode: CLUSTER

0 s kKi.10/vlalphal
.local

kind: Redi ination
metadata:
redi

Spec:
host: redis-single.redis.svc.cluster. local
trafficPolicy:

: redis-service-secret

.cluster. local




Aeraki Demo: Dubbo 1 X% %

———————————————————————————————————————————————————————————————————————————————————————

e Dubbo2lstio ¥E3E Dubbo BRSSFMZR, XFr: Control Plane

© ZooKeeper i Aeraki Traffic Rules | Dubbo Plugin
o  Nacos i VirtualService - Aeraki :
! DestinationRule '
o Etcd i 'O etc d EnvoyFilter |
e Aeraki Dubbo Plugin SEM TiTHIEAETE, X i '
it i NACOS. watch| pubbozistio [senviceeriy ServiceEnty , -
TiREEST: | i — — .% — u Istio
@) 7ﬁ§%f¥ : | (K8s Config Store) i
. tE GEKREH) fagihE I ___Iiééi_s.iéf ________________________________________________________ J_XE_):Q' ________ I
n  HEREGENE e
m IBHT
s EThHAHKE
m  HET Method BYEEH
m  ET Header HYEEH

° A £E GEKEA) Metrics
o &%E: ET Interface/Method HIARSSIAID]
]|




Aeraki Demo: FA FiE KTt AL T EfRE (Dubbo)

= REAER FIERMMLBESHRS A, ARFEKELEBHLERE

71, BB ESHEIEMEI R PR, 8 R BRI E [ ]
Aeraki + Istio
AR SFumRI 5> AR S EGIE, R ATROEBAAIRES A E

¢ *o gﬁA

° B P & I KB —1 “batchjob”  header fRERIEKAIKIR EHEETA
, batchjob=trueZF/RiZIERFK B THIAIEESS; batchjob=falseFRxi% i
EREKRETRAIEK. v

o BN RIRBIEREBIN, BFARERIFEIEK B2 ERAR S L5
LRIHITAEE,

5]
o

ERARSS: serviceA

I
|
! I
I ! : ! |
| : N |
| ) . e H
Client | header: batchjob=true | |
| +—>
| |batch job PIOXY; ! ] !
| | L :
S | 1
! |
o

I (=
[ |
| | o |
! | RIS serviceA b !
: Normal o | header: batchjob=false I | |
i'| Client PICRY, ! = !
| i . |
| | | 1
| : 1




Aeraki Demo: FA FiE KTt AL T EfRE (Dubbo)

1. £ dubbo: application E2E&EH A Provider 10 service_group BE XEM

<dubbo:application name="dubbo-sample-provider">

<dubbo:parameter key="service_group" value="${SERVICE_GROUP}" />

</dubbo:application>

2. @id Provider B deployment % & SERVICE_GROUP IZFEE

3. £ consumer %A% E batchJob header

RpcContext.getContext().setAttachment("batchJob", "true");
DemoService demoService =

String hello = demoService.sayHello("Aeraki");
4. BEAENAEI DR # VS FREHN

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: dubbo-sample-provider
namespace: dubbo
spec:
host: org.apache.dubbo.samples.basic.api.demoservice
subsets:
- labels:
service_group: batchjob
name: batchjob
- labels:
service_group: user
name: user

https://docs.gg.com/doc/DVnlquUVBilekilaFB

(DemoService) context.getBean("demoService");

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: test-dubbo-route
namespace: dubbo
spec:
hosts:
— org.apache.dubbo.samples.basic.api.demoservice
http:
- name: route-batchjob
match:
- headers:
batchJob:
exact: "truge"
route:
- destination:
host: org.apache.dubbo.samples.basic.api.demoservice
subset: batchjob
name: route-user
match:
- headers:
batchJob:
exact: "false"
route:
- destination:

host: org.apache.dubbo.samples.basic.api.demoservice
subset: user



https://docs.qq.com/doc/DVnlqUVB1ek1laFBQ

Aeraki Demo: hig B &N 521 % ) % (Dubbo)

= EFBMIERA G EINEINEERT, consumer HUIERIGHRE 1 & X B A X1

HproviderLfil, HAMIG T AT A Mprovider L, ERSE N LB H X 8 IRERE BRI . . }
Aeraki + Istio

SKHURIE: {ZHIERIE consumer #1 provider WUMUHEMEAprovider LHIRLE .
TEHILBIRSER, RIEREFIETIRFLIAT - -

B

T

l

BERETS|

1. &= : F8[E region, #H[E]zone i
2. HX: #8E region, A[Fzone Vo
3. BX: AE region i WIEE I

|IEII|
@
2
o
o
{ -1}
hel
g
~<
-
o
/
P
Y
]
--ilsn

__________________________________________________________



Aeraki Demo: ithig &0 712519 % (Dubbo)

1. 7£ dubbo: application EZEH /3 Provider 850 aeraki_meata_locality B%E X &M

<dubbo:application name="dubbo-sample-provider'>

<dubbo:parameter key="aeraki_meta_locality" value="${AERAKI_META_LOCALITY}" />
</dubbo:application>

2. 7£ provider B deployment F@ B IMET 218 E HT/E #his
3. £ consumer K] deployment Hi@id label FREAEFT ALK region #1 zone
4. @3d dr #NZE A locality load balancing

apiVersion: networking.istio.io/vlalpha3

kind: DestinationRule

metadata:
name: dubbo-circuit-breaker-rule

spec:
host: org.apache.dubbo.samples.basic.api.demoservice
trafficPolicy:

loadBalancer:
localityLbSetting:
enabled: true
outlierDetection:
baseEjectionTime: 5m
consecutiveS5xxErrors: 3
interval: 30s

https://docs.gg.com/doc/DVnlquUVBilekilaFB


https://docs.qq.com/doc/DVnlqUVB1ek1laFBQ

What’s next?

T BT RS REIEAOHEE -

o 1E Mesh AXF—NMEEMUNITIEERK:
o  HUBE: RE— Envoy filter HfF—REEIE (RDS,
nEHE. Bl RERR. MEIANE) | wEE
o 1THIE: RE— Aeraki HHF—EH/ REEIERK
e dE HTTP 1B RDS X #F:
o Listener NEREEH
o {EAERIKHSE, Envoy SEE |istener, SEFZHINE
i,

Envoy

‘ Protocol-X Filter

Control Plane i
|

Protocol-X Plugin )

E Add the Envoy configuration

1 generated by Aeraki to the e
1 original one generated by Istio !
! Pilot to support Protocol-X

Aeraki Traffic Rules

VirtualService
RedisService
RedisDestination

er

ServiceEntw' EnvoyFilter =~~~

. Services Kubernetes
u Istio Service | Consul
Registry | Eureka

xDS

Data Plane




MetaProtocol: Service Mesh &t

KEBFEEMLAIERE. 1B AEEFse HsSIiZiEE A M,
BRALESMIYEEIMNLII, EEER T
e MetaProtocol #EZRTE Service Mesh IE{f-tEWMNAYIEHRE
o  HIEM: MetaProtocol Proxy SCIN RDS., fazityfEr., 1%

/N 3 Y i -7 Control Plane |

‘ MetaProtocol Plugin

header EXH. Rﬁﬁﬁ\ﬂﬁ@ﬂw\miﬁ%ém%

o {ZHIE: Aeraki + Istio fRftiTHIEEE, SKHIRIAENR A
@ Aeraki MetaRoute Rule

= IXAESR

Aeraki

/)lLE EEE
° HTF MetaProtocol 1EZRY BH A, REZESI encode.

ServiceEntry

MetaProtocol Filter Config
(EnvoyFilter)

RDS

decode HY/LEIEOBIAIE Istio ':F'S'Zﬁ_/\glhﬁﬁﬂ'{l‘t)%m‘iﬂ
o ALtEMMNAN Dubbo. Thrift ZEZEMN RDS &

. Services
Istio

MelaProtocol mey (TCP Filter)

L7 fiter 1 |..| L7 fiter2 -

> |

Data Plane

Loed Crcul

Ba\al\cmg Breaker

- r— Upstream
Imemmn anng

B

Svc2




MetaProtocol: 124 m

18T Aeraki MetaProtocol Plugin SEIMFHIEAGREEIEMNI T A

1. Aeraki M Istio HZKEX ServicEntry, iBidis [ 4s ¥ HT
2R (40 tcp—metaprotocol—thrift)

2. 79 MetaProtocol BRSSHEREIEEEATERY Filter BLE
, Filter BECEH Y% RDS #5[a] Aeraki

3. Istio T~& LDS(Patch)/CDS/EDS %5 Envoy
4. Aeraki RIFHABHBHANERIRENEABAMMNTEL RDS 4
Envoy

Envoy

MetaProtocol Filter

I

Control Plane

8 Aeraki MetaRoute Rule ‘ MetaProtocol Plugin
Aeraki

| |
| |
| |
| |
| |
l |
| |
| |
| |
| 1
| |

1
E @ ServiceEntry %Z;:ﬁem:; Filter Config :
| 1
| 1
| RDS - RDS |
| . Services S :
: IStIo KB:COMVIW |
! Euvreka/Eicd |
l |
O | T .U - | N |

LDS/CDS/EDS
® Data Plane




MetaProtocol: #iiE

Downstream —»

*

=

MetaProtocol Proxy HLII-EEWMMYAEAIZEE: BEH. Header Mutation., TaZit5f. Wiigss. ZEH. REHEK

%,

T MetaProtocol SLI—NBEENWNET, REZESLI Decode F Encode I BAAIDENKIT (C+),
IEMMET WASM F0 Lua BV L7 filter #rBE. APBIPISSI—t R3BHE E X MVAMRIZIE. Hlani s,

Listener

L4

"l FilterChain

MetaProtocol Proxy (TCP Filter)

— Upstream

-_—.‘ st Ball_::(gng B?::::r l
. Commonlogic |

filter




MetaProtocol: 5 KAV IR IR Z

RIBRAE
1. Decoder f##fr Downstream 153K, IHFE Metadata L7 filter HXZEHIRELE:
2 L7 filter M Metadata SREURFARIR, HATIHKF ML AR e  Metadata: decode RTIEFEHY key:value $E{EXT, AT
3. L7 filter 1%%%1'%&'3"]%&%7‘5&)\ Mutation Z5#ygrh 17 filter RUALIRIB4Eh
4. Router fRiE RDS BEEAMEEMMILIE Ustream Cluster e Mutation: L7 filter EFH key:value #EEXS, AT
5. Encoder #R#E Mutation 5l encode BHERIE KBRS
6. BB R &L IEL Upstream
@ Y @ D
Metadata
- key: Mutation )
e e
- key: env value: 100%
value: test
- key: foo
value: bar
@ Wi G v
: ' g P°PU|31?,.-"' . retrieve
populate .-"  retrieve! \‘\ .
P . \\‘ -
Downstream ——| Decoder Cg;tt::n »  Router Encoder |— Upstream

If env == test then add a
header tracing:100%

If user == test then
route to version2




MetaProtocol: Mg AL IR IR %

L7 filter HEHIBEN:
decode BJIEFEHY key:value HE{EX, FAT
17 filter RURLIRIZIEAH
Mutation: L7 filter ¥HFEHY key:value $EXT, BT
encode BTER4 M R E3E €

Metadata:

.. populate

AIERFE :
1. Decoder f##4T Upstream BYNELRZ, YEFE Metadata
2. Router #R#E connection/stream fNk ZIKEINDSHAY Downstream ZEFE
3. L7 filter M Metadata JREUFREERVEIRE, BHITHOR 5 EAYl 540
4. L7 filter FEEBLHEBIBERMAN Mutation g
5. Encoder #R#E Mutation ZEHEE
6. 5 0E R & 3% F] Downstream
(@ D ©
Mutation Metadata
- key: xxx - key: foo
value: yyy value: bar
@ G
retrieve "- retrievg‘,/”“
-~~~ populate ' i
"’ :"’
Custom
D t - < -
ownstream Encoder Filter Router

Insert header xxx:yyy

Decoder

t«——— Upstream




MetaProtocol: i £ & ¥Rl (Canary + Header
Mutation)

o HEHMNMNTX: CEMNZREAMMNPHNFERE, MARFEZIR
o RAEAM key:value BR{EXIFHEKAICH £HE

apiVersion: networking.aeraki.io/vlalpha
kind: VirtualService
metadata:
name: dubbo-demo-route-canary
spec:
host:
- org.apache.dubbo.samples.basic.api.demoservice
protocol: dubbo
Route:
- name: "v2-route"
match:
— property:
key: user
value:
exact: "test"
headers:
request:
set:
tracing: "100"
destination:
host: org.apache.dubbo.samples.basic.api.demoservice
subset: v2
- name: "vl-route"
destination:
host: org.apache.dubbo.samples.basic.api.demoservice
subset: vl




Aeraki FZEFFIRE R

® |IstiolgrTEEE

o X3 B :Dubbo. Thrift. Redis.
MetaProtocol
o 'TREMIE :LazyXDS

o SEMEXTHE - dubbo2istio. consul.

Eureka
@)

o JRIZAH. FERA. BRI
o B Istio iRSZSMIRTEENEIZE ih

https://github.com/aeraki-framework

Istio

aeraki



Thank you!



